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CmocoeHo enpoeadrcennsn 8ionoeioaibHocmi
3a NOPYuIeHHA 3aKOH00A8CMd RPO 3aXUCH
nePCOHAIbHUX OAHUX

Xouemo mpoindopmyBatu Bac, mo 2 depBHs
2011 poxky IIpesumnent VYkpainum mignucan
3aKOH, SKUM BBOJMTHCS aaMIHICTpaTUBHA Ta
KpUMIHaJIbHA BiANOBIAAIBHICTh 32 MOPYLICHHS
MoJI0’KeHb 3akoHy «IIpo 3axucT mepcoHaaIpHUX
TAHUX.

3akoH «[Ipo 3axHuCT NHEPCOHAIBHUX JaHHUX»
(mami — «3axkoH») HaOpaB 4YWMHHOCTI | CiyHsA
2011 poky. Y HbOoMy mepeadadaeTbcs, IO
NepCOHalIbHI JaHl (I3UYHUX ©0ci0 MarTh
oOpobustucs (Tobto 30Mparucs, 30epiraTucs,
BUKOPUCTOBYBAaTUCSI Ta 1H.) BHKJIIOYHO Ha
MiZCTaBl MUCHMOBOI 3roJu Takux (I3UYHUX
3aKoHI1

oci6. Ilpu wupoMy, HaBeneHe B

BU3HAUEHHS TEPMIHY «II€PCOHAJbHI JaHD» €

OyXKe TIUPOKHM Ta, (HAKTHYHO, MOXKE
BKJIIOYATH  OyIb-sAKy  1HQOpMaIio  1mpo
¢13uyHUX 0CiO.

3akoH TakoXk mepenadadae  00OB’SI3KOBY

peecTpaiito 0a3 TEpPCOHAIBHUX JIAHUX B

HepxaBHOMY peecTtpl 0a3 mepcoOHaIbHUX

June 29, 2011

Concerning introduction of liability for
breach of personal data protection legislation

We would like to inform you that on June 2,
2011 the President of Ukraine has signed the
law that brings in administrative and criminal
liability for breach of the Law “On personal
data protection”.

The Law “On personal data protection”
(hereinafter — “the Law”) has become effective
since January 1, 2011. It foresees that personal
data of the individuals may be processed (i.e.
collected, stored, used etc.) only based on
written consent of such individuals. At the
same time, the definition of the term “personal
data”, stated in the Law, is quite general and,
in fact, may include any information about
individuals.

The Law also provides for mandatory
registration of personal data databases in the
State register of personal data databases, which



JAHUX, CTBOPEHHS SIKOTO CJIiJi OYIKYBaTH Yy
HaHOIMXK4MN yac.

3Bepraemo Bamy yBary, 1o gaHe mUTaHHS €
0COOJIMBO aKTYyaJIbHUM I TUX CTPYKTYPHHUX
MiIPO3AUTIB, IO TICHO
MEePCOHANBPHIUMH JTaHUMH: BT TPOJAXKIB,

CHIBIPALIOIOTH 3

BT MO poOOTI 3 TIEPCOHANIOM, OyXranTepis
TOIIIO.

Cankuii 3a nopylieHHs 3aKOHY BCTYMNalOTh B
aito 3 1 ciunsa 2012 poky. 3a psaj nopyuieHb,
TaKUX SK HEMOBIJOMJIEHHS a00 HEeCBO€YacHe
nmoBioMJIeHHsT (13MUHOTI 0coOM Tpo i1 mpaBa
IIPY BKJIFOUEHHI MEPCOHAIbHUX JaHUX /10 0azu
JaHUX, YXWJIEHHd Bl  peectpauii  0a3
MEPCOHAIBHUX JIAaHUX Ta IH. mepeadadaeTbes
aJIMIHICTpaTHBHA BiINOBIAAJIBHICTH Yy PO3MIpI
Bix 1700 no 17000 rpH.

B To#1 ke wac, 3a HE3aKOHHY OOpOOKY
MepCcoHaIbHUX AaHUX (TOOTO 0O€3 MHUCHhMOBOI
oco0n)

KpUMIHAJIbHA  BIAMNOBIIAIBHICTD

3rond  (13UYHOT nepenoavaeTbes
oo MOXe
nmoJsiraTd B 0OMEXKEHHI BOJII Ha CTPOK J0 3-X
pPOKIB, a IIOBTOpPHE CKOEHHS  TaKOIo
[IPaBOINOPYILEHHS, a00 SKIIO BOHO 3arojaisio
3HAYHOT IIKOJM MpaBaM Ta iHTepecam (Pi3UYHOT
0CO0M — MOKE TATHYTHU MO30aBJICHHS BOJII Ha
CTPOK 1O 5-TU PpOKIB.
3BEpHYTHU YyBary,

CaHKI[I JIOCTaTHBHO

[Ipu upomy cmin
o Uil 3alpoBajKEHHS
JUIIE  BCTAHOBJICHHS
(dakTy HE3aKOHHOI O0OpOOKH IepCOHATbHUX
aHUX, TOOTO

HE nepeadavaeThes

BCTAHOBJICHHS 3aB/IaHO1 IIKOAW TOLIO.

Jliig HarnsAy 3a BUKOHAHHSIM 3aKOHY, a TaKOX
JUIs  3JIHCHEHHS mepefdayeHuX y HbOMY
okpemux (yHkuid, ykazom Ilpesunenra Bix 6
kBiTH 2011 poky Oyna ctBopena JlepkaBHa
ciryx0a
MEPCOHAIBHUX JIAaHUX, 110 Ma€ JOBOJI LIUPOKI

VYKkpalHM 3 [HTaHb  3aXHUCTY

MMOBHOBAKEHHSI Ta, IO CYTI,

KOHTPOJIFOFOYHMM OpPraHoM 3JJaTHUM IIPOBOJUTHU

€ 4YeproBUM

MEePEBIPKU Ta HAKJIAIATH CAHKIII.

1s expected to be set up soon.

We would like to bring your attention to the
circumstance that this issue is especially urgent
for structural departments that work with
personal data: sales department, human
resources department, accounting department
etc.

The sanctions for the breach of the Law will
become effective from January 1, 2012. The
number of violations, such as non-notification
or untimely notification of individual about
his/her rights during the inclusion of personal
data to personal data database, evasion from
registration of databases etc. may cause an
administrative responsibility in the form of
fines in the amount of UAH 1700 — 17000.

At the same time, for unlawful processing of
personal data (i.e. without written consent of
an individual) a criminal liability is envisaged,
which may result in up to 3 years of limitation
of freedom, and in case of repeated violation or
if it caused significant damage to the rights and
interests of an individual — may trigger
deprivation of freedom up to 5 years. Please
also be informed that for the imposition of
sanctions it is sufficient only to ascertain the
fact of unlawful processing of personal data,
1.e. the law does not foresee the ascertainment
of caused damage etc.

For supervision over compliance with the Law
and also for execution of other foreseen
functions by virtue of decree of the President
as of April 6, 2011 the State Service of
Ukraine on Personal Data Protection was
established. This Service has quite broad
authorities and, generally speaking, is another
control authority that has power to perform
audits and impose sanctions.



3 oryisay Ha BUIIEBUKIIAJAEHE, /Ul BUKOHAHHS
BUMOI' 3akoHy Ta Juisl yoesnedeHHs Bamoro

Oi3HeCy Bl MOXJIMBHX TPETEH31 3 00Ky

3rajlaHoi CIIy)kOM, PEKOMEHIYEMO 3IMCHUTH

HACTYIH1 KPOKHU:

1.

2.

3.

4.

Po3pobutn dopmy mnucebMoBOi 3roau

¢biBuuHOT o0COOM Ha 00poOKy ii
MePCOHATBHUX JAHUX.

[Tpuitasatu pan BIITOBIITHUX
BHYTPILIHIX JOKYMEHTIB: HaKas

KEpIBHUKA, BHYTPILIHIO IHCTPYKLIIO 110
00po011i MepCcOHATBFHUX TAHUX TOIIIO.

[IpusHaunTu BimnmoBimaasHy 0CO0Y, 110
Oyae BecTH Harjsi 3a JOTPUMAaHHAM
00po06ITi
MEePCOHABPHAUX JaHUX, SIK TOTO BUMArae

3aKOHOJIaBCTBA npu
3aKoH.

Po3poOutu Ta ykmactu noroopu ado
NOJIaTKU /0 JOrOBOPIB
ocobamu,

13 TperiMu
SAKUM TepefaroThesi  abo
MOXYTh TI€peAaBaTUCS TIEPCOHAIbHI

JaH1 IS MOJATBII0T 0OpOOKH.

CnoniBaeMocs, 10 HaBeaeHa iHbopmaIlris 0ye

Considering the above, in order to ensure
compliance with the requirements of the Law

and to secure your business from claims of
aforementioned Service, we would like to
recommend you taking the following actions:

I.

2.

3.

4,

To elaborate draft of written consent of
an individual on processing of his/her
personal data.

To adopt a number of internal
documents: order of the CEO, standard
operating procedure regarding
processing of personal data etc.

To appoint liable person, that will
supervise the compliance with the
requirements of legislation during the
processing of personal data, as it is
required by the Law.

To elaborate and conclude agreements
or appendices to agreements with third
parties to whom personal data is
transferred or may be transferred for
further processing.

We believe that the above information will be

kopucHor. [Ipocumo 6e3 BaraHb 3BepTaTHCA,
akio Oynme moTpiOHa jJomoMora 3 I[bOTO

useful for you. Please do not hesitate to contact
us if you will need assistance on the matter.

MTUTAHHS.
3 noBaroto, Sincerely yours,
KM Ilapmuepu KM Partners



